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Od 2014 roku w obszarze Cyber/InfoSec

CEH/CEI/MTCNA/MTCRE/MTCSE/MTCUME/RHCE

Trener: EC-Council | HackerU | Barracuda

Obecnie: Sales Engineer CEE (17 krajów) 

michal@zalewski.cloud

in/michal-a-zalewski
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Barracuda protects the people, data, apps, and networks of 

more than 225,000 organizations worldwide by providing 

cloud-first security solutions that are easy to buy, deploy, 

and use
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Product Range

CENTRALIZED MANAGEMENT AND CONTROL

Email Gateway 

Defense
Impersonation 

Protection
Incident 

Response

Security 

Awareness 

Training

Data 

Inspector

Data 

Inspector

Email Gateway 

Defense
Impersonation 

Protection
Incident 

Response

Security 

Awareness 

Training

Data 

Inspector
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• Hardware

Flexible Deployment Options

Cloud
• Azure

• AWS

• GCP

Virtual
• Hyper-V

• VMware

• XEN

• KVM
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Hardware – Entry level / branch offices
F12 F18 F80 F82.DSLA F82.DSLB F180 F183 F183R F280

Firewall throughput 1.2 Gbps 1.0 Gbps 1.5 Gbps 1.5 Gbps 1.5 Gbps 1.7 Gbps 2.0 Gbps 2.1 Gbps 3.7 Gbps

VPN throughput 220 Mbps 190 Mbps 240 Mbps 240 Mbps 240 Mbps 300 Mbps 300 Mbps 320 Mbps 1.1 Gbps

IPS throughput 400 Mbps 400 Mbps 400 Mbps 400 Mbps 400 Mbps 500 Mbps 580 Mbps 790 Mbps 1.2 Gbps

NGFW throughput 250 Mbps 340 Mbps 400 Mbps 400 Mbps 400 Mbps 550 Mbps 700 Mbps 800 Mbps 1.0 Gbps

Threat Prot. throughput 230 Mbps 320 Mbps 380 Mbps 380 Mbps 380 Mbps 480 Mbps 600 Mbps 700 Mbps 900 Mbps

Concurrent sessions 80,000 80,000 80,000 80,000 80,000 100,000 100,000 100,000 250,000

New sessions per sec. 8,000 8,000 8,000 8,000 8,000 9,000 9,000 9,000 10,000

Form factor Desktop Desktop Desktop Desktop Desktop Desktop Desktop Compact Desktop

1 GbE copper 5x 4x 4x 4x 4x 6x 6x 5x 6x

1 GbE fiber SFP - - - 1x 1x - 2x 2x -

10 GbE fiber SFP+ - - - - - - - - -

Integrated switch - - - - - 8-port - - 8-port

Integrated modem - - - A, RJ11 B, RJ45 - - - -
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Hardware – Mid level
F400 F600

F380 .STD .F20 .C10 .C20 .F10 .F20 .E20

Firewall throughput 5.2 Gbps 7.1 Gbps 9.0 Gbps 11 Gbps 11 Gbps 11 Gbps 11 Gbps 20 Gbps

VPN throughput 1.4 Gbps 2.3 Gbps 2.3 Gbps 3.1 Gbps 3.1 Gbps 3.1 Gbps 3.1 Gbps 5.6 Gbps

IPS throughput 2.0 Gbps 2.8 Gbps 3.0 Gbps 4,6 Gbps 4,6 Gbps 4,6 Gbps 4,6 Gbps 8.0 Gbps

NGFW throughput 1.4 Gbps 2.2 Gbps 3.0 Gbps 4.2 Gbps 4.2 Gbps 4.2 Gbps 4.2 Gbps 6.4 Gbps

Threat protection throughput 1.2 Gbps 2.0 Gbps 2.7 Gbps 4,0 Gbps 4,0 Gbps 4,0 Gbps 4,0 Gbps 5.8 Gbps

Concurrent sessions 400,000 500,000 500,000 2,100,000 2,100,000 2,100,000 2,100,000 2,100,000

New sessions per sec. 15,000 20,000 20,000 115,000 115,000 115,000 115,000 115,000

Form factor 1U rack 1U rack 1U rack 1U rack 1U rack 1U rack 1U rack 1U rack

1 GbE copper 8x 8x 8x 12x 12x 8x 8x 8x

1 GbE fiber SFP - - 4x - - 4x 4x -

10 GbE fiber SFP+ - - - - - - - 2x

Power supply Single Single Dual Single Dual Single Dual Dual



F800 F900 F1000

.CCC .CCF .CCE .CCC .CCE .CFE .CFEQ .CE0 .CE2 .CFE .CFEQ

Firewall throughput 30 Gbps 30 Gbps 30 Gbps 35 Gbps 35 Gbps 35 Gbps 45 Gbps 40 Gbps 40 Gbps 40 Gbps 46 Gbps

VPN throughput 7.5 Gbps 7.5 Gbps 7.5 Gbps 9.3 Gbps 9.3 Gbps 9.3 Gbps 13.5 Gbps 10 Gbps 10 Gbps 10 Gbps 10.3 Gbps

IPS throughput 8.3 Gbps 8.3 Gbps 8.3 Gbps 11.3 Gbps 11.3 Gbps 11.3 Gbps 13 Gbps 13 Gbps 13 Gbps 13 Gbps 14 Gbps

NGFW throughput 7.7 Gbps 7.0 Gbps 7.0 Gbps 8.0 Gbps 8.0 Gbps 8.0 Gbps 12 Gbps 10.2 Gbps 10.2 Gbps 10.2 Gbps 13 Gbps

Threat prot. Throughput 7.6 Gbps 7.6 Gbps 7.6 Gbps 11.5 Gbps 11.5 Gbps 11.5 Gbps 11.5 Gbps 4.0 Gbps 4.0 Gbps 4.0 Gbps 12 Gbps

Concurrent sessions 2,500,000 2,500,000 2,500,000 4,000,000 4,000,000 4,000,000 4,000,000 10,000,000 10,000,000 10,000,000 10,000,000

New sessions per sec. 180,000 180,000 180,000 190,000 190,000 190,000 190,000 250,000 250,000 250,000 250,000

Form factor 1U Rack 1U Rack 1U Rack 1U Rack 1U Rack 1U Rack 1U Rack 2U Rack 2U Rack 2U Rack 2U Rack

1 GbE copper 24x 16x 16x 32x 16x 8x 8x 16x 32x 16x 16x

1 GbE fiber SFP - 8x - - - 8x 8x - - 16x 16x

10 GbE fiber SFP+ - - 4x - 8x 8x 4x 4x 8x 8x 6x

40 GbE fiber QSFP+ - - - - - - 2x - - - 2x

Power supply Dual Dual Dual Dual Dual Dual Dual Dual Dual Dual Dual

Hardware – High level
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# of protected IPs 10 25 50 100 250 500 unlimited unlimited unlimited unlimited

Allowed cores 1 2 2 2 2 2 2 4 8 16

Virtual deployment





Barracuda CloudGen Firewall: Security
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10.) Malware protection & antivirus

1.) Geo IP control

2.) DoS / DDoS

8.) Web filtering + mail security

4.) SSL inspection

9.) File content filter

5.) Botnet & spyware protection

6.) Intrusion prevention system (IPS)

Advanced Threat Protection

On-box

Cloud service

Barracuda 

Global Threat 

Intelligence Network
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continuous updates

upload  for inspection

Threat intelligence push

7.) Application control

3.) User identity awareness

1.) Advanced signatures analysis

2.) Behavioral & heuristics analysis

4.) Sandboxing (Detonation)

3.) Static code analysis

Full next-generation security
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• Zachowuj pasmo / przyspiesz aplikacje krytyczne biznesowo

Kontrola aplikacji- ,,protect the business“
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User awareness

NTLM

LDAP/S

RSA SecurID x.509 TACACS+

SMS passcode (VPN)

Local authentication database

Microsoft TSCitrix TS

Active

directory
DC agent

TS agent

Wi-Fi controllers

RADIUS



POKAZ PRAKTYCZNY



• SSL Inspection

• Kontrola aplikacji + URL filtering

• Skaner AV + Sandboxing

• DNS Interception + Sinkholing*
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Inteligentne zarządzanie pasmem
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Barracuda CGF: Traffic Intelligence

QoS: High 

Security: AV, SSL

QoS: High, 50% dedicated, Up to 100%

Security: No AV, No SSL

Blocked

QoS: Low. 0% dedicated, up to 50%

Security: AV, SSL

LTE (standby)

MPLS

Broadband



B
R

A
N

D
 -

C
o

n
te

n
t

Barracuda CGF: Traffic Intelligence

QoS: High 

Security: AV, SSL

QoS: High, 50% dedicated, Up to 100%

Security: No AV, No SSL

Blocked

QoS: Low. 0% dedicated, up to 50%

Security: AV, SSL

LTE (standby)

MPLS

Broadbandx
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Barracuda CGF: Traffic Intelligence

LTE (standby)

QoS: High, 50% reserved, up to 100%

Security: AV, SSL

QoS: Medium, 30% reserved, Up to 50%

Security: No AV, No SSL

MPLS

Broadbandx

QoS: Low. 0% dedicated, up to 20%

Security: AV, SSL 

QoS: High, 80% reserved, Up to 100%

Security: No AV, No SSL

Blocked



Barracuda CloudGen Firewall: SD-WAN
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Link Management 
Bandwidth Optimization
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• Do 24 ,,fizycznych” uplinków per logiczne połączenie VPN

Cloud Generation SD-WAN

3G / 4G

ExpressRoute / Direct Connect 

Cloud Interconnect

Broadband
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Cloud Generation SD-WAN

Optymalizacja wykorzystani pasma:
• Dynamic Bandwidth & Latency Detection

• Performance Based Transport Selection
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Cloud Generation SD-WAN

Optymalizacja wykorzystani pasma:
• Dynamic Bandwidth Detection

• Performance Based Transport Selection

• Adaptive (Re)Balancing
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Cloud Generation SD-WAN

Ochrona ruchu krytycznego biznesowo
• Immunity to bandwidth fluctuations

• Voice/Video Packet Deduplication for Loss mitigation



Barracuda CloudGen Firewall:
Centralne Zarządzanie



Barracuda CGF Control Center
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Koncepcja hierarchicznego ,,multi-tenancy”

Global

Range

Europe
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Koncepcja hierarchicznego ,,multi-tenancy”

Global

Range

Europe

Cluster

Austria
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Koncepcja hierarchicznego ,,multi-tenancy”

Global

Range

Europe

Cluster

Austria

Box

Vienna
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Koncepcja hierarchicznego ,,multi-tenancy”

Global

Range

Europe

Cluster

Austria

Box

Vienna Dostęp admina do pojedynczego box‘a
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Koncepcja hierarchicznego ,,multi-tenancy”

Global

Range

Europe

Cluster

Austria

Box

Vienna

Dostęp admina na poziomie kraju
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Koncepcja hierarchicznego ,,multi-tenancy”

Global

Range

Europe

Cluster

Austria

Box

Vienna

Dostęp admina na poziomie kontynentu
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Koncepcja hierarchicznego ,,multi-tenancy”

Global

Range

Europe

Cluster

Austria

Box

Vienna

Administrator globalny
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Distributed firewall

✓
✓
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URL filter policies, file content 
policies, user definitions, schedules

• Distributed in real time

• Objects available to all managed 
firewalls

• Updates distributed in real-time on 
all managed firewalls

• Shared globally, per range, or per 
cluster

• Stackable (objects in objects)

Globalne Repozytoria Obiektów
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configuration store

• ALL configuration items

• Available globally, per range,
per cluster

• Exemptions/overrides available

• Quick deployment of “similar”  
deployments

Globalne Repozytoria Szablonów



B
R

A
N

D
 -

C
o

n
te

n
t

• REST API for status query available

Live Status Polling
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ZTD Zero-Touch-Deployment 
Przydatne w rozwiązaniach SD-WAN i  IoT



Barracuda CloudGen Firewall:
IoT
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Security architecture of an IoT deployment 

IoT Edge Gateway

(Secure Connector)

IoT Hub

(Secure Access Controller)

Cloud Services

Application

Edge Computing

Shielding/Cloaking

Strong Authentication

Secure Communication

Zero Touch Deployment

Access Control

Anti-Malware

Advanced Threat Protection 

Protocol Analysis

Audit Trail

4G/LTE
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IIoT: Edge computing support
Secure Connector 

+ Custom App installed  
Secure Access 

Controller(s) 

AP

E.g. ticket validation via 

Wi-Fi barcode scanner

AP

AP
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administration tool

Available for:

• Hardware appliances
(F18 to F400)

• All virtual editions
(VF10 to VF8000)

• All Cloud editions

Ostatnia rzecz… interfejs web



Dziękuję za uwagę!


