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Co to za konstrukcja!

if (net = 172.16.0.0/16) then
{
bgp community.add ((1,1000));
bgp next hop = 34.0.1.1;
bgp med = 88;
bgp local pref=88;
accept;

}
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A gdzie WinBox?

Route Filters Em
+ — g Find all ¥
# | Chain Prefix Prefix Length  Protocol =~ BGP AS Path  |Action v
0 bgp-in-vultr 127.0.0.0/8 discard
1 bgp-in-vultr 10.0.0.0/8 discard
2 bgp-in-vultr 169.254.0.0/16 discard
3  bgp-in-vultr 192.168.0.0/16 discard
4  bgp-in-vultr 172.16.0.0/12 discard
5 bgp-in-vultr 224.0.0.0/4 discard
6 bgp-in-vultr 240.0.0.0/4 discard
7  bgp-in-vultr 109.205.240.0/21 discard
:+» Google
8 bgp-in-vultr 8.8.8.0/24 accept
:+» UPC Polska
9 bgp-in-vultr 89.64.0.0/13 accept
:+» 3S Fibertech
10 bgp-in-vultr 91.90.176.0/20 accept
:+* Discard all
11  bgp-in-vultr discard
12 items
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Co to za nowy jezyk?

if (dst in 192.168.1.0/24 && dst-len>24)
{set distance +1; set scope 10; accept}
else {set distance -1; accept}
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Co to za nowy jezyk?

Syntaks zapisu regut

if ( [matchers] ) { [actions] } else { [actions] }

Nie ma mozliwosci tworzyc zagniezdzonych regut!

1f ( [matchers] ) { [actions] }
else {
if ( [matchers] )

{ [actions] } else { [actions] } }
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Nalezy pamietac, ze domyslna akcja
REJECT!!!
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Co to za nowy jezyk?

Matcher Operators
Operator Description Example
&& Logical AND operator = if (dst in 192.168.0.0/16 && dst-len in 16-32) {reject;}

| Logical OR operator

not Logical NOT operator = if ( not bgp-network) {reject; }
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Co to za nowy jezyk?

Num Prop Operators

Operator
In

Description

return true if the value is in provided numeric range. Numeric range can be written in following formats: {int..int}, {int-int}
return true if numeric values are equal

return true if numeric values are not equal

return true if the left numeric value is greater than the right numeric value

return true if the left numeric value is less than the right numeric value

return true if the left numeric value is greater than or equal to the right numeric value

return true if the left numeric value is less than or equal to the right numeric value
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Co to za nowy jezyk?

Prefix Operators

Operator  Description

in Return true if the prefix is the subnet of the provided network. If an operator is used to match prefixes from the address list (e.g
"dst in list_name"), then it will match only the exact prefix.

1= Return true if the prefix is not equal to the provided value

== Return true if the prefix is equal to the provided value
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subset-regexp

Co to za nowy jezyk?

BGP Community Operators
Operator Description
equal return true if provided communities are equal to the routes property value
equal-list return true if communities from provided community-list are equal to the route's property value
any returns true if the route's property value contains at least one of provided communities
any-list returns true if the route's property value contains at least one community from the provided list
includes returns true if the route's property value includes specified communities
includes-list returns true if the route's property value includes all communities from the specified communities-list
subset
subset-list
any-regexp
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Commands

Command
accept

reject

return
jump

unset

append

filter

delete

set

rpki-verify

Params

jump chain_name

unset prop_name

set
prop_writeable
value

rpki-verify
rpki_group_name

Co to za nowy jezyk?

Description
accept matched prefix

reject matched prefix, the prefix will be stored in the memory as "filtered" and will not be the candidate to be selected as the
best path.

return to the parent chain
jump to a specified chain

used to unset the value of the following properties:
pref-src|bgp—med|bgp—out—-med|bgp-local-pref

append at the end of the list or string. Following property values can be appended: bgp—communities, bgp-ext-
communities, bgp-large-communities, comment

Values of the following properties can be filtered: bgp—communities, bgp-ext-communities, bgp-large—communities

Delete the value of the specified property. Values of the following properties can be deleted: bgp—communities, bgp-ext-
communities, bgp-large-communities

The command is used to set a new value to writeable properties. Value can be set from other readable properties of matching
types. For numeric properties, it is possible to prefix the value with +/- which will increment or decrement the current property
value by a given amount. For example, "set pref-src +1" will increment current pref-src by one, or extract value from other
readable num property, "set distance +ospf-ext-metric"

Enable RPKI verification in the current chain from the specified RPKI group.
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Czesto uzywane reguty dla BGP

Zmiana dystansu dla trasy

add chain=bgp-in
rule="if ( dst==172.16.1.3/32 )
{ set distance 40; accept }"
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Czesto uzywane reguty dla BGP

Zmiana scope oraz target-scope dla trasy

add chain=bgp-in
rule="if ( dst==123.124.125.0/24 )
{ set scope 50;
set scope-target 35; accept }"
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Czesto uzywane reguty dla BGP

Dodac komentarz do trasy

add chain=bgp-in
rule="if ( dst==172.16.1.3/32 )
{ set comment do-rl }"
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Czesto uzywane reguty dla BGP

Odrzuc trasy z dtugoscig prefiksu 24 lub mniej

add chain=bgp-in
rule="1f ( dst-len >=24 )
{ reject }"
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Czesto uzywane reguty dla BGP

Dodac Prepend dla trasy wychodzgacej
(ale tu nalezy pamietac, ze doda sie tylko nasz numer AS)

add chain=bgp-out
rule=" if ( dst==123.123.123.0/24 )
{ set bgp-path-prepend 10; accept }"

MBUM #6

19



Czesto uzywane reguty dla BGP

Ustaw Communities dla tras z prefiksem rownym 25

add chain=bgp-out
rule=" 1f ( dst-len == 25 )
{ set bgp-communities 65000:25;
accept; }"
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Czesto uzywane reguty dla BGP

Odrzuc na podstawie Communities 65000:25

add chain=bgp-in
rule=" 1f ( bgp-communities equal 65000:25 )
{ reject; }"
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Czesto uzywane reguty dla OSPF

Zmiana dystansu dla jednej trasy

add chain=ospf-in
rule="if ( dst==172.16.1.3/32 )
{ set distance 30, accept }"
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Czesto uzywane reguty dla OSPF

Odrzucenie wchodzacego prefiksu

add chain=ospf-in
rule="if ( dst==172.16.1.3/32 )
{ reject }"
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Czesto uzywane reguty dla OSPF

Zmiana OSPF metryke (koszt) dla wychodzacej trasy

add chain=ospf-out
rule="if ( dst==172.16.1.0/24 )
{ set ospf-ext-metric 20 }"

MBUM #6

25



Czesto uzywane reguty dla OSPF

Zmiana typu redystrybucji trasy AS Type1l na Type2
oraz zmiana metryki

add chain=ospf-out
rule="if ( dst==0.0.0.0/0 )
{ set ospf-ext-type type2;
set ospf-ext-metric 25 }"

MBUM #6

26



Czesto uzywane reguty dla OSPF

Zmiana dystansu dla wszystkich OSPF tras

add chain=ospf-in
rule="1f ( protocol ospf )
{ set distance 50; accept }"
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