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Specjalizuję się w rozwiązaniach VPN ( Site-to-Site / Remote Access ),
Firewallach L4 / L7  oraz systemach AAA / SSO ( RADIUS / MFA / SAML )

- administracja i utrzymanie multi-platformowej infrastruktury  sieciowej
- zarządzanie bezpieczeństwem sieci ( L2 / L3 / 802.1x / NGFW )

- wsparcie dla środowisk MS ( AD / Hyper-V / Microsoft 365 / Azure )

- wdrożenia / konsultacje / doradztwo IT

MTCNA / MTCRE / MTCTCE / MTCSE

CCNA CyberOps / Security / Routing and Switching

grzegorz.rakus@gmail.com

linkedin.com/in/grzegorz-rakus/

Parę słów o mnie

mailto:grzegorz.rakus@gmail.com
https://www.linkedin.com/in/grzegorz-rakus/


The presentation shows how to build two-factor authentication for 

VPN sessions supported by RouterOS

Requirements:

 RouterOS integrated with Active Directory using the NPS role (RADIUS protocol)

How to configure AD / NPS / CA - https://mbum.pl/archive/prelekcja-CAPsMAN-WPA2EAP-AD.pdf

 Configured policies on Network Policy Server (NPS)

 Installed and configured ADSelfService Plus with NPS extension

 Certificate for VPN protocols using SSL / TLS ( eg. SSTP / IPsec / OpenVPN)

 Configured RouterOS ( Profiles / Firewall / Interfaces )

How to configure VPN settings - https://mbum.pl/archive/mbum5/Profilowanie%20Sesji%20VPN.pdf
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https://mbum.pl/archive/prelekcja-CAPsMAN-WPA2EAP-AD.pdf
https://www.manageengine.com/products/self-service-password/
https://mbum.pl/archive/mbum5/Profilowanie%20Sesji%20VPN.pdf


Interesting feature ;)
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Diagram - VPN with ADSelfService Plus MFA
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How it works
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LAB environment
(Hmm, this diagram looks familiar :D )
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Running ADSelfService Plus
(easy installation from wizard)
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ADSelfService Plus main Dashbord
(first login requires setting up Security Questions for admin account)
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Add New Policy
(Configuration / Policy Configuration / Add New Policy – min. of one active feature in the policy is required)
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Select OUs/Groups from your Domain in the New Policy
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New Policy is ready
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Configure MFA for Endpoints
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Enable HTTPS and Configure Access URL !!
(import or generate self-signed certificate)
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Enable Push Notifiaction Authentication
(it’s required to enable MFA for VPN Login feature)

using the 'Time One Time Password’ feature with OpenVPN (e.g. in Google Authenticator or MS Authenticator)
is not possible because RouterOS doesn’t support Challenge/Response (Access-Challenge RADIUS attribute)
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'MFA VPN session keep'  and 'RADIUS timeout request' together
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RADIUS authentication timeout should be set to at least 60 seconds in the VPN server's RADIUS authentication configuration settings

Keep the VPN MFA session valid for __ mins
Enabling this setting will set a time limit for the second authentication factor during VPN login.
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NPS plugin Extension - installation part 1
(the most hidden file location in the world !!)
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NPS plugin Extension - installation part 2
(PowerShell magic ;))
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Why 'Configure Access URL' is so important
(don’t forget verify / add DNS record for internal NPS extension requests )
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add DST-NAT rule for ADSelfService Plus publication and… secure it using Reverse Proxy *
(required for communication from Internet – eg. Push Notification / Enrollment )

* example reverse proxy using IIS - https://download.manageengine.com/products/self-service-password/adselfservice-plus-reverse-proxy-using-iis.pdf

your

choice

easy

more safe *

https://download.manageengine.com/products/self-service-password/adselfservice-plus-reverse-proxy-using-iis.pdf
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Configure Server Settings in Mobile App
configuration example - manually (A) or by QR code (B)
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User enrollment and Push activation
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Summary tests – checking VPN connections

User not enrolled User enrolled
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Small Bonus ;)


