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v" Najwieksze centrum MikroTik szkoleniowe w Polsce

v Warszawa/ Krakow / inne ..
v’ Petna sciezka certyfikacji MikroTik
v Szkolenia dofinansowane (nawet do 100%)

v Projektowanie i wdrazanie sieci bezprzewodowych (indoor)

& A . . . P . . . .
M IKITOR 'k v Wdrozenia systemow monitorowania infrastruktury IT (partner Zabbix)

ZA B B | x v" Konsulting IT




Agenda

v Co to jest CAPsMAN?
v Dlaczego CAPsMAN?

v Radius - centralna baza uzytkownikow
v Microsoft NPS

v' CAPsMAN WPA2EAP
v Jedno SSID wiele sieci (VLAN)



Co to jest CAPsMAN?

v" MikroTik CAPsMAN to jedna z funkcjonalnosci systemu pracujgcego na urzadzeniach
MikroTik - RouterOS

v Odpowiedzialny za dostarczanie konfiguracji do punktow dostepowych (provisioning)

v ustawienia modutow radiowych

v'aktualizacji oprogramowania

v MikroTik umozliwia wykonanie badania propagacji fal (narzedzie spectral-history)
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Dlaczego CAPsMAN?

Szerokie mozliwosci konfiguracji, stabilnosc dziatania

Szeroki wybor urzadzen AP (zarowno indoor jak i outdoor)

Estetyka i jakosc wykonania AP

Wygodne zarzadzenie za pomoca: aplikacji Winbox / W\WWW / CLI / mobile App
Rozbudowana funkcja hotspot (strony powitalne)

Opcja konfiguracji w wariancie HA

Zastosowanie CAPsMAN w ,chmurze”’

Niska cena urzadzen

Brak optat licencyjnych (w tym takze brak optat za mozliwosc¢ aktualizacji)



Centralna baza uzytkownikow

v W rozbudowanych srodowiskach, w szczegolnosci, gdy wystepuje wiele lokalizacji (np.
oddziatow firmy, hoteli czy restauracji w sieci) zalecane jest zastosowanie centralnej,

wspotdzielonej bazy uzytkownikow.

v' Do tego celu wykorzystuje sie serwer Radius. MikroTik posiada wtasng implementacje
Radius dostepng jako paczka dodatkowa (extra package) do systemu RouterOS - user
manager (interfejs W\WWW)

v' Uzycie user manager nie jest licencjonowane

v' Moze byc¢ zainstalowany na dowolnym urzadzeniu MikroTik jak i na maszynie wirtualnej

v RouterOS moze byc¢ klientem dowolnego serwera AAA, np. FreeRadius, Dalo, Microsoft
NPS (Network Policy Server)



Scenariusz praktyczny

Wielooddziatowa firma, od 1 do > 150AP w kazdym oddziale , kontroler CAPsMAN

w chmurze (redundantny), MikroTik jako router brzegowy, NPS (Microsoft Network

Policy Server)

Wymagania:

- Siec WPA2-EAP dla pracownikow — uwierzytelnienie do sieci za pomoca konta w
ustugach katalogowych (np. Microsoft Active Directory)

- W zaleznosci od przynaleznosci do odpowiedniej grupy AD uzytkownik

kierowany do odpowiedniego VLAN (grup > 20). Rozgtaszanie tylko jednego SSID



Scenariusz praktyczny

Windows Server

CAPsMAN .' AD DC; CA; NPS ’</‘

—
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Instalacja Active Directory Services

View

| 7

Manage Tools fiz Add Roles and Features Wizard — O s

| Add Roles and Features

DESTIMNATICMN SERWVER

Remove Roles and Features Select server roles WIN-STOGEZSNDEF
X

Add Servers
Select one or more roles to install on the selected server,
Create Server Group

: Roles Description
Jpdate Server Manager Properties
| Active Directory Certificate Services Active D|rect0r31' Doma|r? Services
Active Directory Domain Services (AD D5) stores information about
Active Directory Federatig=—t~= obiects on the network and makes
Active Directory Lightweig [z Add Roles and Features Wizard
Active Directory Rights M
Device Health Attestati : . .
e =SaNON  Add features that are required for Active Directory
DHCP Server B i
DNS Server Domain Services?
Fax Server
I |m| File and Storage Services You cannot install Active Directory Domain Services unless the
Host Guardian Service following role services or features are also installed.
Hyper-V
Metwork Controller [Tools] Group Policy Management
Metwork Policy and Acces 4 Remote Server Administration Tools
Print and Document Servi 4 Role Administration Tools
Remote Access 4 AD DS and AD LDS Tools
Remote Desktop Services Active Directory module for Windows PowerShell
Volume Activation Service 4 AD DS Tools
Webk Server (IIS) [Tools] Active Directory Administrative Center
Windows Deployment Se [Tools] AD DS Snap-Ins and Command-Line Tools

WIN-STOBE3SNDEF 1014 Warning Microsoft-Windows Include management tools (if applicable)

WIN-5706E35MD6F 1014 Warning Micresoft-Windows Add Features Cancel
WIN-5TOBE3SNDGF 27 Warning eliexpress




Instalacja Active Directory Services

F’ﬁ Add Roles and Features Wizard

Confirm installation selections

Before You Begin
Installation Type
Server Selection
Server Roles
Features

AD DS

Confirmation

— | >

DESTINATION SERVER
WIN-SFO6E35MDEF

To install the following roles, role services, or features on selected server, click Install.

Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear

their check boxes,

Active Directory Domain Services
Group Policy Management

Remaote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center

AD DS Snap-Ins and Command-Line Tools

Export configuration settings
Specify an alternate source path

< Previous Mext =

Install

| | Cancel




Promocja serwera do roli DC

Post-deployment Configura... |

Configuration required for Active Directory Domain
Services at WIN-5708E35ND6F

Promote this server to a domain controller

Feature installation
1

Configuration required. Installation succeeded on
WIN-5706E35NDEF.

Add Roles and Features

Task Details

= Active Directory Domain Services Configuration Wizard

Deployment Configuration

Deployment Configuration

Domain Controller Cptions

Additional Cptions

Review Options

Select the deployment operation

() Add a domain controller to an existing domain
() Add a new domain to an existing forest
Paths (® Add a new forest

Specify the domain information for this operation

Frereguisites Check
Root domain name:

MWTC.local

TARGI
WIN-5700



Promocja serwera do roli DC

. . TARGET SERVER
Domain Controller Options WIN-S706E35ND6F

Deployment Configuration _ _
Select functional level of the new forest and root domain

Diomain Controller Options
DNS Options
Additional Cptions

Forest functional level: | Windows Server 2016 = |

Domain funchional level; | Windows Server 2016 = |

Paths Specify domain controller capabilities

CELLEL QNN Domain Name System (DNS) server

Prerequisites Chack | Global Catalog (GC)
Read only domain controller (RODC)

Type the Directory Services Restore Mode (DSRM) password

Paszword: |llllllll |

Confirm passwaord: |-".uu.- |

More about domain controller options

< Previous | | Mext = | | Install | | Cancel




Promocja serwera do roli DC

F= Active Directory Domain Services Configuration Wizard

DNS Options

Deployment Configuration i _ _
Specify DNS delegation options

Domain Controller Options

Create DNS delegation

DMNS Options
Additional Cptions
Faths

Review Cptions

Prereguisites Chack



Promocja serwera do roli DC

= Active Directory Domain Services Configuration Wizard — C
oy . TARGET
Additional Options e

Deployment Configuration ) ) ) o
Verify the NetBIOS name assigned to the domain and change it if necessary
Domain Controller Cptions

DMNS Options

The MetBIOS domain name: MWTC2

Additional Options

Paths
Review Options

Frereguisites Chack



Promocja serwera do roli DC

Fz Active Directory Dornain Services Configuration Wizard — L
TARGE
Paths WIN-S706

Deployment Configuration ) ) _
Specify the location of the AD D5 database, log files, and SYSVOL
Domain Controller Options

DNS Options Database folder: CAWindows\NTD5
Additional Options Log files folder: CAWindows\NTDS
Paths SYSVOL folder: CAWIndows\SYSVOL

Review Options

Prereguisites Check



Dodanie grup i uzytkownikow

j Active Directory Users and Computers

File

Action  View Help

e’ |pF /B XEEEMTaETaR

5 || Saved Queries
v F3 mwic.local

7| Builtin
] Computers
2] Domain Con
[ ForeignSecu
[ ] Managed Se
7 Users

3 Active Directory Users and Com” Mame Type Description

wpaleap-VIP Properties ? X

General Members Member Of Managed By

% wpaZeap-VIP

Group name (pre-Windows 2000): wpaleap-VIP |

Description: | |
E-mail: | |
Group scope Group type
Domain local (@) Security
(@) Global (") Distribution
() Universal
Notes:
OK || Cancel | feply
%wpa?_eap Security Group...
&, mbumVip User
& mburn User

%wpaleap-‘u"lp Security Group...

mbumVip Properties ? x
Remote control Remote Desktop Services Profile COM+
General Address Accournt Profile Telephones COrganization
Member Of Dialin Environment Sessions
Member of
Name Active Directory Domain Services Folder
Domain Users mwte local/Users
wpaleap-VIP mwtc local/ Users
Add... | | Remove
Primary group: Domain Users

Set Primary Group

There is no need to change Primary group unless
you have Macintosh clients or POSIX-compliant

applications.

OK

|| Cancel Apply

Help

O



Instalacja Active Directory
Certificates Services

Manage Tools View Help DESTIMATION SERVER

N

Se | ect server ro | e5 WIN-5TO6EI5NDEF MWTC local
| Add Roles and Features
Remove Roles and Features Select one or maore roles to install on th s Add Roles and Features Wizard
Add Servers . ) .
Roles Add features that are required for Active Directory

Create Server Group Certificate Services?

Active Directory Certificate Sen|

Jpdate Server Manager Properties | Active Directory Domain Servig
The following tocls are required to manage this feature, but do not

| Active Directory Federation 5e
Active Directory Lightweight D have to be installed on the same server.
Active Directory Rights Manag

Device Health Attestation 4 Rermote Server Administration Tools

4 Role Administration Tools

DHCP Server N ; . .
¥ DNS Server (Installed) 4 Active DIrECtl:I-r_‘..f CEI’:tIfICEtE SEI"_\HCES Tools
Fax Sepver [Tools] Certification Authonty Management Tools

I- |m] File and Storage Services (2 of
Host Guardian Service
Hyper-V
MNetwork Controller
MNetwork Policy and Access Sen
Print and Document Services
Remote Access
Remote Desktop Services

Volume Activation Services Include management tools (if applicable)
Web Server (II5)
Windows Deployment Services Add Featurss Cancel

< Previous Mext = Install Cancel ‘



Instalacja Active Directory
Certificates Services

F’ﬁ Add Roles and Features Wizard

Select role services

Before You Begin
Installation Type
Server Selection

Server Roles

Confirmaticn

Role services

Certification Authorih

[] Certificate Enrollment Policy Web Service
[] Certificate Enrollment Web Service

[] Certification Authority Web Enrollment
[1 Metwork Device Enroliment Service

[] Online Responder

- | bt

DESTIMATION SERVER
WIN-5TOSE3SMDGF MWTC local

Select the role services to install for Active Directory Certificate Services

Description

Certification Authority (CA) is used
to issue and manage certificates.
Multiple CAs can be linked to form a
puklic key infrastructure,



nstalacja Active Directory
Certificates Services

-rﬁ Add Roles and Features Wizard — O

DESTINATICON SERVER

Insta | | ation p I’Dg fess WIN-STOSE3SMDEF MWTC local

View installation progress

o Starting installation

Active Directory Certificate Services
Certification Authaority

Remote Server Administration Tools
Reole Administration Tools
Active Directory Certificate Services Tools
Certification Authority Management Tools

Export configuration settings

< Previous MNext > Install Cancel



Konfiguracja Active Directory
Certificates Services

. DESTIMATION SERVER
Cre CI entia | S WIN-STO6E35NDEF.MWTC.local

| Post-deployment Configura... | _ _ _ _
Credentials Specify credentials to configure role services

Configuration required for Active Directory
Certificate Services at WIN-5706E35NDEF To install the following role services you must beleng to the local Administrators group:
* Standalone certification authority

* Certification Authority Web Enrcliment

* Online Responder

Configure Active Directory Certificate Services on th...

o Feature installation

To install the following role services you must belong to the Enterprise Admins group:

* Enterprise certification authority

* Certificate Enrollment Policy Web Service
* Certificate Enrollment Web Service

* Metwork Device Enrollment Service

Credentials: | MWTC2\Administrator Change...

More about AD 5 Server Roles

< Previous Next > Configure Cancel



Konfiguracja Active Directory
Certificates Services

fi= AD CS Configuration

Role Services

Credentials Select Role Services to configure
Setup Type Certification Authority
~ Certification Authority Web Enrollment
CA Type _
Online Responder
Private Key MNetwork Device Enrellment Service
Cryptography Certificate Enrollment Web Service
CA Mame Certificate Enrollment Policy Web Service

Walidity Period
Certificate Database

Confirmation



Konfiguracja Active Directory
Certificates Services

[z AD CS Configuration - O =
DESTINATION SERVER
Setu P Type WIN-5706E35ND6F.MWTC.local

Credentials Specify the setup type of the CA

Role Services

Enterprise certification authonties (CAs) can use Active Directory Domain Services (AD DS) to
Role Services plify the management of certificates. Standalone CAs do not use AD DS to issue or manage

CAType ficates.
Frivate Key
(@) Enterprise CA
Cryptography

Enterprise CAs must be domain members and are typically online to issue certificates or
CA MName certificate policies.

Validity Pericd
slary rere ) Standalone CA

Certificate Database Standalone CAs can be members or a workgroup or domain. Standalone CAs do not require AD
Confirmation DS and can be used without a network connection (offline).



Konfiguracja Active Directory
Certificates Services

fiz AD CS Configuration — O 2

DESTINATION SERVER

CA T}r‘ pe WIN-S706E35ND6F.MWTC.local
Credentials Specify the type of the CA
Role Services
Setup Type When you install Active Directory Certificate Services (AD C5), you are creating or extending a
public key infrastructure (PKI) hierarchy. & root CA is at the top of the PK] hierarchy and issues its
own self-signed certificate. A subordinate CA receives a certificate from the CA above it in the PKI
Private Key hierarchy.
Cryptography ® Root CA
CA MName Root CAs are the first and may be the only CAs configured in a PKl hierarchy.

Validity Period

) Subordinate CA

Suberdinate CAs require an established PKI hierarchy and are authorized to issue certificates by
Confirmation the CA above them in the hierarchy.

Certificate Database



Konfiguracja Active Directory
Certificates Services

= AD C5 Configuration — O

DESTINATION SERVEF

Private Key WIN-S706E35ND6F.MWTC loca
Credentials Specify the type of the private key
Role Services
Setup Type To generate and issue certificates to clients, a certification authority (CA) must have a private key.
CA Type (® Create a new private key

Private Key Use this optien if you do not have a private key or want to create a new private key.

Cryptograph L ,
-ryprograpny () Use existing private key
CA Name Use this option to ensure continuity with previously issued certificates when reinstalling a CA.
Validity Period Select a certificate and use its associated private key
Certificate Database Select this option if you have an existing certificate on this computer or if you want to
) import a certificate and use its associated private key.
Confirmation

Select an existing private key on this computer

Select this option if you have retained private keys from a previous installation or want to
use a private key from an alternate source.



Konfiguracja Active Directory
Certificates Services

DESTINATION SERVER

Cl’ypth raphy for CA WIN-S706E35ND6F.MWTC local
Cradentials Specify the cryptographic options
Role Services
Setup Type Select a cryptographic provider: Key length:
CA Type | R5A#Microsoft Software Key Storage Provider * || 2048 *

Private Key Select the hash algonthm for signing certificates issued by this CA:

Cryptography

SHAZS6 (-
CA Mame SHA3S84
Validity Pericd SHA512
Certificate Databaze SHAT
MDS -

Confirmation
[] Allow administrator interaction when the private key is accessed by the CA.

L L S L



Konfiguracja Active Directory
Certificates Services

CA Name

Credentials
Role Services
Setup Type
4 Type

Private Key
Cryptography

validity Pericd
Certificate Database

Confimaticn

DESTINATION SERVER
WIN-5706E35NDBFEMWTC.local

Specify the name of the CA

Type a common name to identify this certification authority (CA). This name is added to all
certificates issued by the CA. Distinguished name suffix values are automatically generated but can
be modified.

Common name for this CA:

MEBUM-CA

Distinguished name suffix:

DC=MWTC DC=local

Preview of distinguished name:

CN=MBUM-CA,DC=MWTC,DC=local




Konfiguracja Active Directory
Certificates Services

Validity Period

Credentials

Role Services

Setup Type

CA Type

Frivate Key
Cryptography

CA Mame

validity Period

Certificate Database

Confirmation

DESTINATION SERVEF
WIN-5TO6E35NDEFMWTC.loca

Specify the validity period

Select the validity period for the certificate generated for this certification authornty (CA)
Ed Years ¥
CA expiration Date: 21.11.2039 17:59:00

The validity period configured for this CA certificate should exceed the validity peniod for the
certificates it will issue,

Maore about Validity Period



Konfiguracja Active Directory
Certificates Services

DESTIMATION SERVER

CA Database WIN-S706E35ND6F.MWTC.local
Credentials Specify the database locations
Rale Services
Setup Type Certificate database location:
CA Type CAWindows\system32\CertlLog
Private Key Certificate database log location:
Cryptography CAWindows\system3\Certlog
CA Name

validity Period

Certificate Database

Confirmation



Konfiguracja Active Directory
Certificates Services

. ) DESTINATION SERVER
COan rmation WIN-5706E35ND6FMWTC local

Cradentials To configure the following roles, role services, or features, click Configure,

Role Services (~) Active Directory Certificate Services

Setup Type
o Certification Authority
CA Type . }
CA Type: Enterprise Root
Private key Cryptographic provider: RSA#Microsoft Software Key Storage Provider
Cryptography Hash Algorithm: SHA256
C A Mame Key Length: 2048
validity Period Allow Administrator Interaction: Disabled
tificate Datab Certificate Validity Period: 21.11.2039 17:59:00
Certifica gtabase
- Distinguished Name: CN=MBUM-CA DC=MWTC DC=local
Confirmation Certificate Database Location:  C\Windows\system32\Certlog
Certificate Database Log ChWindowshsystem32\Certlog

Location:



Konfiguracja Active Directory
Certificates Services

e |7 8|6 HE
|| Console Root lesued To a lssued By

v G C?rt;f'cﬂtes IELC'CE' Computer) 2l mwtc-WIN-2KABDKSLESN-CA  mwtc-WIN-2KABDKSLEBN-(
v [ Persona Tl WIN-2KABDKSLESN. mwtclocal  mwtc-WIN-2KABDKSLESN-(

| Remote Desktop

| Certificate Enrollment Requests
| Smart Card Trusted Roots

| Trusted Devices

|| Windows Live ID Token |ssuer

| Certific

o [ Trusted Rod All Tasks > Request New Certificate...
» || Enterprise” View X Import...
> [ Intermedia Mew Window from Here Advanced Operations 5
» || Trusted Pul
» ] Untrusted ( Mew Taskpad View...
> || Third-Party
» || Trusted Pe Refresh
» | Client Autk Export List...
» || Preview Bu

x Help
» || Test Roots
>
>
>
>
>




Konfiguracja Active Directory
Certificates Services

[ Certificate Enrollment

Select Certificate Enrollment Policy

Certificate enrollment policy enables enrollment for certificates based on predefined certificate templates.
Certificate enrcllment pelicy may already be configured for you.

Configured by your administrator

Active Directory Enrollment Policy

Configured by you Add Mew

Mext || Cancel




Konfiguracja Active Directory
Certificates Services

View Certificate

Certificate status:
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Instalacja Network Policy Server

Nizard

f&s Add Roles and Features

Manage Tools View Help

Add Roles and Features

Select server roles

Remove Roles and Features

Add Servers

— O ot

DESTIMATION SERVER
WIN-5TOSE3SMNDGF MWTC local

Select one or more roles to install on the selected server,

Create Server Group

Server Manager Properties -

Description

Server Roles

B Active Directory Certificate Services (

«f| Active Directory Domain Services (Ing
Active Directory Federation Services
Active Directory Lightweight Director
Active Directory Rights Management
Device Health Attestation
DHCP Server

«f| DMS Server (Installed)

Fax Server

File and Storage Services (2 of 12 ins

Host Guardian Service

Hyper-V
Metwark Controller
Metwork Policy and Access Service

Print and Document Services
Remote Access

Remote Desktop Services
Volume Activation Services
Web Server (lI5)

[z, Add Roles and Features Wizard x

Add features that are required for Network Policy and
Access Services?

The following tocls are required to manage this feature, but do not
have to be installed on the same server,

4 Remote Server Administration Tools
4 Role Adrministration Tools
[Tools] Network Policy and Access Services Tools

Include management tools (if applicable)



Instalacja Network Policy Server

DESTIMATION SERVER

'C'Drlﬂ FIm | HSJ[E” |atiDﬂ SE|ECtiOHS WIN-5TO6EISNDEF MWTC local

Before You Begin
Installation Type
Server Selection
Server Roles
Featurss

MWetwork Policy and Acces...

Confirmation

To install the following roles, role services, or features on selected server, click Install.

[ ] Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Metwork Policy and Access Services

Remote Server &dministration Toals
Role Administration Tools
MNetwork Policy and Access Services Tools




Konfiguracja NPS - Radius Clients

@ MNPS (Local) RADIUS Clients
w [ | RADIUS Clients and Servers,
ﬂ RADIUS Clients ';! RADIUS clients allow you to specify the network access servers, that provide access to your network.
3 Remote RADIUS Server
v LEJ' Policies
[ ] Connection Request Pol Friendly Name IP Address Device Manufacturer  Status
7] Metwork Policies I CAPsMAN 152.168.247.131 RADIUS Standard Enabled

‘_ﬁ Accounting
M Templates Management

CAPsMAM Properties X

Seftings  Advanced
Enable this RADIUS client

Select an existing template:

MName and Address
Friendly name:

[cAPsMAN |

Address (IF or DNS):
[192.168.247.131 || Very. |

Shared Secret
Select an existing Shared Secrets template:

|None V|

To manually type a shared secret, click Manual. To automatically generate a shared
secret, click Generate. You must corfigure the RADIUS client with the same shared
secret entered here. Shared secrets are case-sensitive.

(®) Manual () Generate

Shared secret:

| (L1l |
Confimn shared secret:

OK || Canced || Aoply




Konfiguracja NPS - Polityka 802.1x

€ NPS (Local) NPS (Local)
v || RADIUS Clients and Servers

3 RADIUS Clients Getting Started

nii Remote RADIUS Server e Metwork Policy Server (NPS) allows you to create and enforce organization

W ‘J'__EJ Policies
| Connection Request Po
| Metwork Policies

'._ﬁl Accounting Standard Configuration

> Wl Templates Management
Select a configuration scenario from the list and then click the link below to open:

RADIUS server for 802.1% Wireless or Wired Connections

RADIUS server for 802.1X Wireless or Wired Connections
When you configure MP5 as a BADIUS senver for 8021 connections, you creat

n Configure 302.1X




Konfiguracja NPS - Polityka 802.1x

eap Properties

Overview Conditions Constraints = Settings

Palicy name: |ﬁ

Policy State
If enabled, MPS evaluates this policy while pefforming authorization. f disabled, MPS does not evaluate this policy.

Policy enabled

Access Pemission

If conditions and constraints of the network policy match the connection request, the policy can either grant access or deny
access. What is access permission?

(®) Grant access. Grant access ff the connection request matches this palicy.
(") Deny access. Deny access ff the connection request matches this policy.

lgnore user account dialdin properties.
If the connection request matches the conditions and constraints of this network policy and the policy grants access, perform
authorization with netwark policy anly; do not evaluate the dialin properties of user accounts .

Metwork connection method

Select the type of network access server that sends the connection request to NPS. You can select either the network access server ty)
or Vendor specific, but neither is required. I your network access server is an 802.1X authenticating switch or wireless access point,
select Unspecified.

(®) Type of network access server;
Unspecified 2

() Vendor specific:

-In .
= -




Konfiguracja NPS - Polityka 802.1x

eap Properties

Overview Condiions Constrairts — Settings

Corfigure the constraints for this network policy.

eap Properties if all constraints are not matched by the connection request, network access is denied.
- Constraints:
Overview Condtions Constraints  Settings -
Lonstraints Allow access only to those clients that authenticate with the specified methods.
Configure the conditions for this network policy. & Authentication Methods
If conditions match the connection request, NP5 uses this policy to autharize the co " Idle Timeout EAF types are negotiated between NP3 and the client in the order in which they
connection request, NP5 skips this policy and evaluates other policies, f additional [ i3 Session Timeaut listed.
.. EAF Types:
|5 Called Station 1D
Microsoft: Protected EAP (PEAF) Mo
Condition Value ﬂ-" Draw and time restrictions
T ONAS Port T e
& NAS Port Type Wireless - Other OR Wireless - IEEE 802.11 4, ort Type
B3 Windows Groups MW TC \wpaZeap = v
Add.. Edit... Remove
Less secure authentication methods:

Microsoft Encrypted Authentication version 2 (MS-CHAP2)
|User can change password after it has expired
Microgoft Encrypted Authentication (MS-CHAF)
Iser can change password after it has expired
[ ] Encrypted authentication {CHAP)
[] Unencrypted authentication (FAP, SPAP)
[ ] Alow clients to connect without negotiating an authertication method




onfiguracja NPS - Polityka 802.1x

eap - vlan Properties

Overview Condtions Constraints

Configure the constraints for this network policy.
If all constraints are not matched by the connection request, network access is denied.

Constraints:

X

Constraints

& Authentication Methods

-:I_!& |dle Timeaut

% Seszion Timeout

u;__l Called Station 1D

_-.Iﬁi' D ay and time restrictions

5 MAS Port Type

Allow access only to those clients that authenticate with the specified methods.

L

EAP types are negotiated between NP5 and the cli
listed.

EAP Types:
Microsoft: Protected EAP (FEAP)

Add... Edit... Remove

Less secure authentication methods:

Microsoft Encrypted Authentication version 2 (M54
lser can change password after it has expired

Microsoft Encrypted Authertication (MS-CHAP)
lser can change password after it has expired

[ ] Enenypted authentication {CHAF)

[] Unencrypted authentication (PAP, SPAP)

[] AMlow clients to connect without negotiating an aut

Edit Protected EAP Properties x

Select the certificate the server should use to prove its identity to the dient.
A certificate that is configured for Protected EAP in Connection Regquest
Policy will override this certificate.

Certificate issued to: WIN-2KABDKSLESN.mwtc. local v
Friendly name: WIN-2KABDKSLESM. mwic. local
Issuer: mwtc-WIN-2RABDKSLESM-CA

Expiration date: 16.07.2020 15:37:12

Enable Fast Reconnect
[ ] bisconnect Clients without Cryptobinding
Eap Types
assword (EAPMSCHAP v2) Move Up
Mowve Down

Add Edit Remove



Konfiguracja NPS - Polityka 802.1x

eap Properties

Overview Condttions Constraints Settings

Configure the settings for this network policy.
ff conditions and constraints match the connection request and the policy grants access, settings are appl

Settings:
BADIUS Attributes

To send additional attibutes to RADILS clients, select a F
*& Standard then click Edit. F you do not configure an attibute, it is not
: - your RADILS client documentation for required attributes.

Yendor Specific

Houting and Hemote Access

Multilink and Bandwidth , _

Allocation Protocol [BAF) Afribites:
? IP Filters Name Walue
5 Encryption Framed-Frotocol FPP
- Service-Type Framed
9%y IP Settings

Add... Edit Bemave




Konfiguracja NPS - Polityka 802.1x (z VLAN)

Mew CAPs Datapath Configuration

MName: |datapathl QK
MTLI: ~ Cancel
L2 MTU: - Apply
ARF: M Comment
Bridge: - Copy https://wiki.mikrotik.com/wiki/Manual:RADIUS Client
Bridge Cost: - Remove
Bridge Horizon: b
Local Forwarding: b
Client To Client Forwarding: -
VLAMN Maode: |usetag ||i R MIKROTIK_WIRELESS_ VLANID 14988 26
pe 2 il “ MIKROTIK_WIRELESS_VLANIDTYPE 14988 27
Inteface List: il



https://wiki.mikrotik.com/wiki/Manual:RADIUS_Client

Konfiguracja NPS - Polityka 802.1x (z VLAN)

eap - vlan Properties

Overview Conditions Constraints Settings

Configure the settings far this networs policy.
ff conditions and constraints match the connection request and the policy grants access, settings are applied.

Settings:

RADIUS Attributes To send addtional attributes to RADIUS diients, select a Vendor S
@ Standard then click Edit. ff you do not configure an attribute, it is not sent to
your RADIUS client documentation for required attributes.

Yendor Specific
R outing and R emote Access
Multilink. atd B andwidth , _
Allocation Protocol [BAF) Attributes:
T IP Filters Mame Vendor Value
) Wendor-Specific RADIUS Standard 4, 0
5 E ncrvption
g'g IF Settings

Add... Edit_ Remaove




Konfiguracja NPS - Polityka 802.1x (z VLAN)

Attribute Information >
Attribute name:
Vendor-Specific
Attribute number:
26
Attribute format:
Octet String
Attribute values:
Yendar Walue Add. ..
Vendor Code: 149838 4 : Edit
Vendor Code: 14588 0
Remaove
Move Up
Move Down

OK Cancel




Konfiguracja NPS - Polityka 802.1x (z VLAN)

W

Vendor-Specific Attribute Information > Iﬂ'n:: tribute. and
DIUS clients. See

Attribute name:

Vendaor Specific

Specify network access server vendor.

() Select from list: RADIUS Standard W
(®) Enter Vendor Code: 14388 Ii”
Specify whether the attribute conforms to -|
vendor specific attibutes. Configure V5A (RFC Compliant) x
(®) Yes. t corforms Vendor-assigned attribute number;
() No. It does not conform |E'E Ii”
Corfigure Attribute... Attribute format:

Decimal o

Attribute value:

4

QK Cancel




Konfiguracja NPS - Polityka 802.1x (z VLAN)

Vendor-Specific Attribute Information X ';lc attribute, ar
DIUS clients. 5
Attribute name:
Wendar Specific
Specify network access server vendor.
() Select from list: RADIUS Standard b
(®) Enter Vendor Code: 14388 Ii”
Specify whether the attribute corforms to the RADILS RFC specification for
vendar speciic attibutes. -
Configure V5A (RFC Compliant) >
(®) Yes. it conforms ? :
(") No. t does not conform Vendor-assigned attribute number:
b7 H
Configure Attribute. ..
Attribute format :
Decimal W
Attribute value:
1]
oK Cancel




Konfiguracja CAPsMAN

A Quick Set
1 CAPsMAN
|/ Interfaces

T Wireless CAF Interface | Provisioning Configurations Channels Datapaths Security Cfg.  Access List Rates Remote CAP Radio  Registration Table
&g, Bridge o+ =] |||z T | | Reselect Channel || Manager ||  AAA
=T PPP Name ¢ | Type MTU  |Actual MTU |L2MTU |Tx Rx Tx Packet {p/s
v' CAP Interface - interfejsy odpowiadajgce SSID i modutom radiowym punktow dostepowych
v Provisioning -zarzgdzanie dystrybucja konfiguracji do punktow dostepowych
v Configurations - konfiguracje modutow radiowych (taczace dane z innych zaktadek)
v" Channels - ustawienia dotyczace czestotliwosci
v Datapaths - konfiguracja jak obstugiwany bedzie ruch klientow
v Security Cfg - ustawienie zabezpieczenia sieci, np. wspotdzielonego hasta (jesli uzywane)
v Access List - dodatkowe reguty do secutity Cfg
v Registration Table - informacje o potgczonych klientach



Konfiguracja CAPsMAN

CAPs Securty Configuration <wpaZ-eapnps:

Mame: |wpad-eapnps QK

Authertication Type: [ | WPAPSK [ | WPAZ PSK [ | WPA EAP WPAZ EAP & Cancel

Encnypton: Vi sescom [Vitp & ooy
Group Encryption: |aes ccm ¥+ |~ Commert
Group Key Update: h Copy
Passphrase: h Remove
Disable PMKID: hd
EAP Methods: |passthrough ¥ ¥
EAP Radius Accounting: bl
TLS Mode: ¥
TLS5 Certificate: hd




Konfiguracja CAPsMAN - bridge

Bridge |F‘urts V0LAMs  MS5Tls  Port MST Ovemides  Fiters MNAT  Hosts MDB

Mew CAPs Datapath Configuration

[#[=] [¢][=] Name
|Name /| Type L2MTU |Tx Rix MTL-
R 4ftcapsmaneap  Bridge 1600 O bps '
R ftcapsmanmwic Bridge 1600 O bps L2 MTL:
ARP:
Bridge

Bridge Ports |VLAMNs MSTIs Port MST Ovemides Fiters NAT Hosts MDB Bridge
|| = |« 22 T E Bridge Cost:
# | |Irrterfa::e |Elridge |Hnriznr1 |Tmsted |Pn'nn't'_f th... |F‘ath Cost |Hnle Bridge Horizon:

0D ragmwic-CAP.. capsman-mwtc no a0 10 disabled port

100 43T mwic-CAP.. capsman-eap no a0 10 disabled port

Local Forwarding:

Client To Client Forwarding:

YWLAN Mode:
WLAN 1D

Interface List:

QK
| | hd Cancel
| v | Apely
| | v Comment
; |::apsmar1—eap || +* | - Copy
| | - Remove
| |-
| |-
| I
| I
| |~
| |-




Konfiguracja - VLAN

Inteface Intefface List Ethemet EolP Tunnel IP Tunnel GRE Tunnel VLAN |‘u"FlF{F" Bonding LTE

|| = (v O (T
|Name ¢ | Type MTU  |Actual MTU [L2 MTU |Tx Rx
R 4pviand VLAN 1500 1500 1596 Obps Dbps
Interface <vlands
General |Lunp Protect Status Traffic QK
Mame: M | Cancel
Type: |VLAN | Apply
MTL: |1500 | ——
Actual MTU: | 1500 |
Commert
L2 MTU: |1596 |
Copy
MAC Address: |BA:69:F4:AA:BD:4A |
Remove
ARP: |enabled [=]
Tarch
ARP Timeout: | B
VLAN ID: |4 |
Interface: |capsman-eap || ¥ |

[ | Use Service Tag




Konfiguracja — adresacja IP/ dhcp-server ...

5
|| =] |« 52 T Find
Address £ | Metwark Interface
o 10.4.4.1/24 10440 capsman-eap
g 10.33.33.1/24  10.33.330 viand

o 192.168.35/24 152.168.3.0 ether?
T 192.168.77.1/.. 192.168.77.0 capsman-mwtc
D or192.168.2471... 192.168.2470  etherl

DHCP Server

DHCF | Networks Leases Options Option Sets = Alerts

g | =| &| 3 | T | | DHCPCorfig || DHCP Setup
Mame ¢ |Interface Relay Lease Time Address Pool |Add AR...
dhcp capsman-eap 00:10:00 dhep_poold no
........ dhcp2 viand 00:10:00 dhep_pooll  no
fro | dhcp3 capsmanmwtc 00:10:00 dhcp_pool3  no
ems



Konfiguracja CAPsMAN - channel

CAPs Channel <chlz

Mame: QI
Frequency: 2412 — Cancel
Secondary Frequency: = Apply
Corttrol Channel Width: | 20Mhz |¥ | - E—
Band: | 2ghz-g/n ||+ - e
Extension Channel: |disabled ||3 - A
EMOVE
Tx Power: |16 i
Save Selected: bl
Reselect Interval: bl

Skip DF5 Channels: bl




Konfiguracja CAPsMAN - configuration

Mew CAPs Configuration

Wieless | Channel Rates Datapath Securty
Name: |eap | Cancel
Mode: |ap |¥ | Apply
551D: |MBUM-eap [ W r—
Hide SSID: | |- Cony
Load Balancing Group: | |- —
Distance: |indoors | # | km =
Hw. Retries: | |-
Hw. Protection Mode: | |-
Frame Lifetime: | |-
Disconnect Timeout: | |-
Keepalive Frames: | |-
Courtry: |poland |# |
nataton; A+ | -
Max Station Count: | |-
Mutticast Helper: | |-
HT Tx Chains: | |-
HT Rx Chains: | |-

HT Guard Interval: | |-




Konfiguracja CAPsMAN - provisioning

CAPz Provisioning <00:00:00:00:00:00:

Radio MAC: oK
Hw. Supported Modes: |g ¥ | Cancel
dentty Regexp: | || Apply
Common Mame Regexp: Disable
|IP Address Ranges: = Comment
Action: |create dynamic enabled ||E| Copy
Master Configuration: |mwic E
Remove
Slave Corfiguration: |eap ¥ ¥
Mame Format: |preﬂ: identity ||E|
MName Prefic: | 2G-mwic- .

enabled




Konfiguracja CAPsMAN - radius Client

E”EI Iz‘ | Reset Status || Incoming |

H | |Senrice |Ca||ed D |Domain |Mdress |Protoco| |Secre1 |CE
0 wireless 192168247 udp =

RADIUS Server <192.168.247.138>

RADIUS Server <192.168.247 138>

General E—
e[t Goreral Sctus =
Service lgpp i Cllogin~~ | | Camed | = = o L e
[] hotspat wireless -
Cdhep [ Jipsec Apply Pending: |0 Cance
[ dat 1x -
Requests: | /2 Apphy
Called ID: | g Comment | -
. Accepts: & 1
Domain: | | hd Copy Dicabl
Address: |192.168.247.138 | . ) L=
1tem (1 selected) - e Rejects: |65 c
Protocaol: |ud|::u ||+| Reset Status Qmme
Secret: [~ | Resends: |0
Copy
Authentication Port: [1812 | Timeouts: |1
Accourting Fort: 1813 | IR 5 Remon
a ies: |
Timeout: |BDD | ms =
Reset St
[ Accounting Backup Last HE—‘QUESI RTT: (10 ——]
Realm: | | hd
Cerificate: |none || ¥ |
Src. Address: |0.0.0.0 | &
enabled




Konfiguracja CAP

WiFi Interfaces |Wﬁiﬂﬂﬁm|ﬂmﬁld|quh!|ﬂﬂqwﬁm|ﬁmrmhﬂ|55nﬂyﬁtﬂm|ﬂlm|dn|

(= ||| B2 T CAP WPS Client || Setup Repeater || Scanner || Freq. Usage || Alignment

|Name /| Type | Actual MTU | Tx R | Tx Packet [p/s
—managed by CAPsMAN
— channel: 2412/20/gn{16dBm), 5510 mwtc-capsMan, CAPsMAN forwarding
X dPwlani Wireless (Atheros ARS. . 1500 0 bps 0 bps
— managed by CAPsMAN
— 5510 MEUM-gap, CAPsMAN forwarding
DX 4-Ewland Yirtual : :
e e wiiEnabled ; OK
. = |
Interfaces: | mizn 7 |#|% Cancel
Certificate: |nune || ¥ | Aoply
Discovery Interfaces: |e‘ther'l " ¥ 5

[] Lock To CAPsMAN

" CAPsMAN Addresses: | | & i
2items out of 4
CAPsMAN Names: | | .
CAPsMAN Certificate Common Names: | | =
Bridge: |nnne || * |

[ Static Virtual

Requested Certfficate: | |

Locked CAPsMAN Common Name: |




Szczegoty request Radius

Jj 78 47.488733 192.168.247.131 192.168.247.138 RADTUS 347 Access-Request(1l) (id=51, 1=385)
71 47.482659 192.168.247.138 192.168.247.131 RADTUS 348 Access-Accept(2) (id=51, 1=386)

Packet identifier: @x33 (51)
szahle

Length: 385
Authenticator: 9Baavl26e6VE2549588T2F4877T8=07b
[The response to this request is in frame 71]
¥ pAttribute Value Pairs
AVP: 1=6 t=Service-Type(6): Framed(2)
AVP: 1=6 t=Framed-MTU({12): l4&8
AVP: 1=9 t=User-Name(1l): mbumVip
AVP: 1=38 t=5tate(24): Gefd@slleeeealiveeellieef-300000000000088T54cT c2. ..
AVP: 1=22 t=NAS-Port-Id(87): 2G-mwtc--CAP-eap-1-1
AVP: 1= t=NAS-Port-Type(b6l): Wireless-882.11(19)
AVP: 1=18 t=Acct-Session-Id{44): 52000086
AVP: 1=19 t=Calling-Station-Id(31): C@-F4-EG-3A-D6-F9
AVP: 1=28 t=Called-Station-Id(3@): BA-69-F4-AA-BD-4A:MBUM-eap
AVP: 1=183 t=EAP-Message(79) Last Segment[1l]
AVP: 1=18 t=Message-Authenticator(8e): 3cfecf4B4323d9735e73cT88ae97Vc3ch

WO O WOW W W W W N WY W




I

Szczegoty response Radius

78 47.488733 152.168.247.131 152.168.247.138 RADIUS
71 47.482659 192.168.247.138 192.168.247.131 RADIUS

347 Access-Request(l) (id=51, 1=385)
348 Access-Accept(2) (id=51, 1=3@8&)

Packet identifier: @x33 (51)
Length: 386
Authenticator: 53bd1d137383bd3746e3391738bb3dabl
[This is a response to a request in frame 78]
[Time from request: @.8@1926888 seconds]
¥ Attribute Value Pairs
¥ AVP: 1=12 t=Vendor-Specific(26) v=MikroTik(14988)
AVP Type: 2B
AVP Length: 12
> VSA: 1=6 t=Mikrotik-Wireless-VLANID(26): 4
¥ AVP: 1=12 t=Vendor-Specific(26) v=MikroTik(14988)
AVP Type: 26
AVP Length: 12
> VSA: 1=6 t=Mikrotik-Wireless-VLANID-Type(27): @
» AVP: l=6 t=Framed-Protocol(7): PPP{1)
> AVP: 1=6 t=Service-Type(8): Framed(2)




Podtaczeni klienci

CAP Inteface  Provisioning Configurations Channels = Datapaths —Securty Cfg.  Access List Rates Remote CAP  Radio Registration Tﬂb|E-'|

= [¥] [owrsome |

Interface E \MAC Address EAP ldertity |TxRate |RxRate |Tx Signal |RxSignal |Uptime | Tx/Rx Packets | Tx/Rx Bytes

2G-mwtc-CAPea... MBUM-eap CO:F4:E6:3A:DE:FS mbumVip J9Mbps-... 52Mbps-... 0 A0 00:04:29.... 274/265 429 KiB/33.4 KiB

CAPs AP Client <C0:F4:E6:3A:D6:F9=

Interface: |2G-mwtc—-CAP-gap-1-1 oK |

Remave |

MAC Address: |CD:F4:E'E:3A:D'E:F9

Copy to Access List |

L

S5ID: |MBUM-eap | |
|
|

EAP Identity: | mbumVip

Tx Rate: |39Mbps-20MHz/25 |

Rx Rate: |52Mbps-20MHz/25 |

Tx Rate Set: |OFDM:5-54 BW:1x SGI:Tx HT:0-15|

T Signal: |1] |

R Signal: |-4'I] |

Uptime: |1]D:ﬂ-l:29.2? |

T/Rx Packets: |274/265 |

Tw/Rx Bytes: |82.9 KiB/33.4 KiB |




Gdzie szukac informacji o MikroTik i CAPsMAN

MikroTik Warsaw Training MikroTikAcademy.pl
Center
https.//mwtc.pl
E Oficjalna dokumentacja Grupa FaceBook

- nt. CAPsMAN MikroTikPolishGroup




Pytania?

Piotr Wasyk
piotr@mwic.pl



